THANH UY HA NOI PANG CONG SAN VIET NAM
VAN PHONG
* Ha Noi, ngay 11 thdng 11 ndm 2024
S6421F -CV/VPTU
V/v méi bdo gid thiét bi, phdn mém
cong nghé théng tin

Kinh giri: Céac don vi cung cap thiét bi, pham mém cong nghé théng tin

Thyc hién K& hoach 272-KH/TU ngay 18/10/2024 cua Ban Thuong vu Thanh
uy Ha Noi ve didu chinh, bd sung mdi s6 ni dung tai K& hoach s6 93-KH/TU ngay
12/7/2022 v& {mg dung céng nghé théng tin trong hoat dong clia céc co quan dang
thanh phd Ha N01 giai doan 2022-2025, Van phong Thanh uy trién khal xay dung
du 4n “Nang cap Trung tdm tich hop dit liéu dung chung cta Thanh uy” va moi céc
don vi ¢ di néng lyc, kinh nghiém quan tam gui bao gla (theo quy dinh khoan 10
Piéu 1 Nghi dinh 56  82/2024/ND- CP ngay 10/7/2024 ctia Chinh phii vé siza doi, bé
sung mot s6 diéu ctia Nghi dinh 56 73/2019/ND-CP ngay 05 thang 9 nam 2019 cia
Chinh phu quy dinh quan Iy dau tu ng dung céng nghé thong tin str dung nguon
vén ngdn sach nha nudc) véi céc ndi dung cu thé sau:

1. Noi dung bao gia:

- Hiéu luc cua bao gia: Toi thiéu 180 ngay ké tir ngdy bdo gia. 3
- Béo gia do ngudi dai dién co thAm quyén ctia Doanh nghlep ky va dong dau; /° U/
dbi véi céac thiét bi dé nghi ghi 6 thoi gian bao hanh ciia nha san xuat; thoi gian baof o

hanh mé& rong va chi phi (néu c6); cac chi phi dich vu lién quan (¢6 phu luc kém theo). W

2. Muc dich: Lam co s¢ xac dinh so bd téng mirc dAu tur ciia béo céo dé xuat S

chi truong du tr du 4n “Nang cip Trung tAm tich hop dir liéu ding chung cia <
Thanh ay”.

3. Théi gian tiép nhin: Trong gi& hanh chinh tir 08h00-17h00 hang ngay,
trude ngay 22/11/2024.

4. Dia dlem tiép nhan: Tai bo phin Van thu Vin phong Thanh uy, s6 9 Ngo
Quyén, Hoan Kiém, Ha Noi.

5. Thong tin chi tiét lién hé: Pong chi Nguyén Xuén Giang, chuyén vién
phong Co yéu - Céng nghé thong tin, dién thoai 0987380099.

Trén trong!

Noi nhén:

- Nhu kinh giri,

- B/c Chéanh VPTU (de bdo cdo),
- B4o Ha N¢i m&i (dé deng tin),
- Lwu VPTU.

Pham Xuan Toan






Phu luc: Dy 4n Nang cap Trung tim tich hop dit liéu dung chung cia Thanh uy
(Kém theo cong van s6 ®2AFCV/VPTU ngay 7/ /11/2024 cua Van phong Thanh uy)
Don vi tinh: Viét Nam don

TT Thiét bi/Théng s6 ky thudt Pon vi tinh S6 luwong
A HA TANG TRUNG TAM DU LIEU
I H¢ théng phin phdi dién
1 Ti diu vio
1.1 T dién diu vio B6 1
MCCB 200A Chiéc 1
12 | Thanh ddu n6i ngudn taff off 200A B4 1
3 Ta dién MDB Ta 1
Vo ti 2 16p cénh, son tinh dién Bo 1
MCCB 3P 200A Caéi 1
MCCB 3P 100A Céi 3
MCCB 3P 63A Céi 2
MCB 1P 25A Cai 4
MCB 4P 50A Céi 1
Cét sét lan truyén 3P+N 45kA Cai 1
3 T dién PDU Ta 1
Vo ti 2 16p cénh, son tinh dién Bo 1
MCCB 3P 100A Céi 4
MCB 1P 32A Céi 24
MCB 1P 25A Cai 4
MCB 4P S0A Céi 1

V2




TT Thiét bi/Théng s6 k§ thuit Pon vi tinh S6 lwong
Cit sét lan truyén 3P+N 45kA Cai 1
4 Cap dién
4.1 | Cép dién CU/XLPE/PVC 4x1x70mm?2 + E CU/PVC 1x50mm2 m 100
42 | Cép dién CU/XLPE/PVC 4x1x35mm2+E CU/PVC 1x25 mm2 m 45
43 | Cép dién CU/XLPE/PVC 4x1x16mm?2 + E CU/PVC 1x10mm2 m 30
4.4 Cap dién Cu/pve 3x1x2,5mm?2 m 150
4.5 Cép dién Cu/pve 3x1x1.5mm?2 m 100
4.6 Déy dién CU/PVC/PVC 3x6mm2 m 385
47 | O cimIP44 32 A 3P Chiée 24
4.8 Mang dién 300x100mm (kém phu kién) m 22
4.9 Maing kin 100x100mm (kém phu kién) m 15
4.10 | Vit tu phu Géi 1
5 H¢ théng tiép dia
5.1 CU/PVC 1x50mm?2 m 50
6 Hé thong dén chiéu sing
6.1 | Pén mang im trin 600x600 kém béng B 22
6.2 | Dén thodt hiém Chiéc 3
6.3 | Bén chiéu siang khin cép Chiée 8
6.4 | Cong tic dbi Chiée 3
6.5 | O cim dsi 3 chiu Chiéc 12
6.6 | O cim mang d6i Chiéc 4
6.7 Vit tu phu Gai |
7 Nhén céng va vit tw phuy ldp dit hé théng va chi phi khac cé lién quan HT |




TT

Thiét bi/Théng sb ky thudt

Pon vi tinh

S6 luong

II

A A « R , . A A
Hé thong camera kieém sodt an ninh ngi bo

3MP IR Dome Camera (2.8mm Lens)

+1/2.8” SONY - CMOS (STARVIS Series)

« 3MP, 0Lux with IR LED on, 2.8mm M12 lens/F1.2

« Horizontal Field of View: 101 degrees

« IR Distance up to 50m

« Video Analytics: Trip Wire, Intrusion Detection and Motion Detection

« H.265/H.264/M-JPEG Video Compression

- PoE Support, NAS Storage, SD Card(512GB), Quad Stream Support

« True WDR, 3D Noise Reduction, Adaptive Streaming, Smart Streaming and ROIL, SNR > 70 dB
« BIS, CE, FCC, RoHS, IK10, IP66

Chiéc

« 8 IP Channel Inputs; HDMI, 1/1 Audio I/O and 2/1 Alarm I/O

« [2MP, 8MP, SMP, 4MP, 3MP, 2MP, 720p, D1 and CIF Recording Resolution

« 4x 4K/ 10x 3MP/16x 1080p Local Decoding

« 1 SATA HDD Support (Maximum 10TB Capacity, Hard Disk Not Included)

« Save Storage Space with Adaptive Recording and Camera-wise Recording Retention

« SMS & Email Notification, Video Pop-up, Alarms and Calling from Mobile Application
« 512Mbps Throughput - 256 Uplink, 256 Downlink

« Cascading: Create Mutiple NVR Clusters to Monitor and Control Multiple Matrix NVRs
Centrally

« ONVIF and Major Camera Brands Support

+ 1 x HDD 8TB di kém

Chiéc

Ethernet-switch MES2408P, 8 ports 10/100/1000 Base-T (PoE/PoE+), 2 ports 1000Base-X (SEFP),
220V AC

Chiéc

Nhén céng va vat tw phu lip dat hé théng va chi phi khdc c6 lién quan

HT

111

Hé théng kiém soit an ninh thé tir ra vao

Piu doc thé két hop nhan dién khuén mat

Chiéc




TI Thiét bi/Théong s6 k§ thuft Don vi tinh S6 lwong
Khoa ma tir
2 IEM280(LED)-Single Door Magnetic Lock for existing building MOQ 10 Units (Holding Force: Bo 6
280Kg, 600lbs) * Recommended
3 Phu kién khda ma tir Bo 6
4 Nt bim m¢ cira Bo 3
5 Nt bdm mé cira hoan toan trong trudmg hop khan cip Bo 3
6 Mach ngudn: ¢ chitc ning chuyén dién 4p tir 220V xuéng 13VDC Chiéc 3
7 Thé tir Chiée 40
8 Vit tu phu (bao gom: déy tin hidu, 6ng mém) Géi 1
9 Thi cong ndi, ddo tao cai dit access control, va chi phi khac c6 lién quan HT 1
v Hé théng PCCC bing khi (Fire Alarm & Protection System (FM200)
1 HE THONG BAO CHAY VA DIEU KHIEN XA KHI{
FIRE ALARM EXTINGUISHING, CHEETAH Xi 50, RED Cii 1
Trung tdm canh bdo chdy va dicu khién xa khi 2 loop- Tiéu chuén UL, FM
Pau bdo chay khéi dia chi + dé, Tiéu chuin UL FM , kém chtic ning cich ly Céi 8
Diu bio chdy nhiét gia ting dia chi + dé, Tiéu chuin UL FM , kém chitc niing céch ly Céi 12
SPST Dual Action RSG Keyed Metal “Fire Suppression Release” Manual Pull Station (UL, FM) T 1
Nt an diéu khién xa khi 2 tac dong (UL,FM)
ABORT SWITCH (UL, FM) Pes 1
Nut nhan tam dirng xa khi (UL,FM)
Weather Stopper II, surface mount. Céi 1
Vo hop nut an tich hop ldp ngoai troi
Fire alarm bell, 24VDC, 6" -
Cai 2

Chudng bdo dong 24VDC, 6"




TT Thiét bi/Théng s6 ky thuft Pon vi tinh Sb lwgng
Horn/Strobe .
Céi dén béo chiy e 2
Strobe &
Dén chép béo chéy Chice 2
Monitor Module 4" w/ built in isolators ! Ci 4
Module gidm sat dia chi kém chic nang tu dong cach ly tiéu chuan UL, FM
Supervised Control Module w/ built in 1solators Cai 5
Module diéu khién dia chi kém chic nang tu dong cich ly (UL FM) !
Module didu khién x4 khi chuyén dung tich hop chirc nang cdch ly - Tiéu chuén UL, FM Céi 1
Releasing cw isolator module
Relay Module w/ built in isolators Cai 1
Module Ro le dia chi kém chirc ning tur dong cdch ly tiéu chuian UL, FM
Dén canh bio xa khi, CAM VAO . 5
Discharge warning lamp, DO NOT ENTER :
Pén canh bao xi khi, DI TAN KHAN CAP ok 5
Discharge warning lamp, EVACUATE

2 HE THONG CHUA CHAY KHI HFC-227EA (FM-200)

Cum 01 binh khi HFC-227ea (FM200) loai 140, 50 bar dwgc nap 106 kg khi Cum 1
140 Litre ;
Binh thép dtc 140 Lit Binh 1
HFC-227ea (heptafluoropropane) K 106
Khi chita chéy HFC227EA (FM-200) &
Contact Press Gauge 50bar NC (FM200) Ci 1
Ddng hd 4p luc binh khi chita chay FM-200 50 bar
Limit switch pneumatic operated (4) Cai 1

Céng tic ap luc




TT Thiét bi/Théng sd k¥ thuit Pon vi tinh S6 lwgng

Hose DN 50 90° - 80L Cylinder & Above - ISO Cai 1
Voi mém DN 50 90° diing v6i binh 80L tré Ién :
Electrical Release device with Diode (1) Cii 1
Van dién kich hoat binh khi &
Release device manual (3) Céi 1
Cén git x4 khi bang tay
Clamp for extinguishing agent cylinder 1061/1401 /1471/1801 Céi 1
Dai gilr binh khi 1061/1401 /1471/1801
Nozzle 5" 360° Cai 2
Dau phun thép khéng ri 1/2" 360°
Nozzle 1" 360° Cai 1
Dau phun thép khéng ri 1" 360°
Nozzle 115" 360° Céi 1
Dau phun thép khong ri 114" 360°

5 Nhén cdng, vat tu, ddy, éng ludn day, Sng thép dan khi, nhan cong lip dit, cai dit 1ap trinh, hudng 5 .
dan str dung va ban giao hé théng béo chdy va chita chdy khi FM-200 va chi phi khic ¢ lién quan &

A% Hé théng Cabling

| SERVER RACK
Copper
Patch panel 24 port mau den, kich thuéc 1RU Chiéc 7
Modul Cat6A Chiéc 168
Thanh d& cap phia sau 2" Chiéc 7
Dy nhay 3m UTP Cat6A Soi 168
Thanh quan ly cép kich thuée 1 RU. 1.7"H x 19.0"W x 3.7"D (44mm x 483mm x 94mm). Chiéc 7

Fiber




TT Thiét bi/Théng s6 k¥ thuit Don vi tinh S6 lwong
Khay dau nbi quang 1RU, hd tro 4 khe cim cho module FAP hodc Cassette Chiéc 7
Khay gitt va bao vé 1én t&i 24 méi hin quang Chiéc 7
Day nhay quang OM4 LC duplex / LC duplex, LSZH, dai 3m Soi 84
2 NETWORK RACK
Copper
Patch panel 24 port mau den, kich thudc 1IRU Chiéc 7
Modul Cat6A Chiée 168
Thanh d& cap phia sau 2" Chiéc 7
Day nhay 3m UTP Cat6A Soi 168
Thanh quén 1y cép kich thude 1 RU. 1.7"H x 19.0"W x 3.7"D (44mm x 483mm x 94mm). Chiéc 7
Fiber
Khay d4u ndi quang 2RU, hd trg 8 khe cim cho module FAP hoic Cassette Chiéc 1
Khay gift va bdo v& 1én t&i 24 méi han quang Chiéc 7
Day nhiy quang OM4 LC duplex / LC duplex, LSZH, dai 3m Soi 84
Hép phdi quang ODF 24LC Duplex 1.73 inches H x 17.5 inches W x 12.1 inches D (44mm x -4
445mm x 308mm) Cge :
Gi4 d5 mdi ndi soi, 24 mbi ndi, mau den Chiéc 2
Day ndi quang, 0S2, LC, Im Chiéc 48
DAay nhay quang OS2 3m Chiéc 24
3 ENTRANCE RACK
Hop phéi quang ODF 24LC Duplex 1.73 inches H x 17.5 inches W x 12.1 inches D (44mm X -
445mm x 308mm) Chgte .
Gi4 d& méi néi soi, 24 mdi ndi, mau den Chiée 2




TT Thiét bi/Théng s6 k§ thuit Pan vi tinh S6 lwgng
Day ndi quang, OS2, LC, Im Chiéc 48
Déay nhay quang OS2 3m Chiéc 24
4 TRUNKING CABLE
Cép déng, Cat 6A, 4 cédp, 23 AWG, U/UTP, LSZH (IEC60332-1), EuroClass Dca-s2-d2-al, Cudn 6
Trang, pallet Euro, 305m / 10001t i
Trunking cable, 5 mét Soi 2
Trunking cable, 8 mét Soi 2
Trunking cable, 9 mét Soi 2
Trunking cable, 10 mét Soi 4
Trunking cable, 11 mét Soi 4
5 RACK & PDU
Tu Cao 42U, réng 600mm, siu 1100mm. Canh trudc va canh sau cira ludi. 2 bén héng chia 2 canh .
trén dudi, ¢ khoa. Son tinh dién, mau den. T !
Ta Cao 42U, rong 800mm, sdu 1100mm. Canh tN{dc va canh sau cira ludi. 2 bén héng chia 2 cinh Ta 1
trén dudi, cé khéa. Son tinh dién, mau den. Bao gom 2 thanh quin 1y cép doc ti phia trude.
MIPDU, 324, (20)C13, (4)C19, IEC 60309 2P+E 6h IP44-3M, TOP FED, BLACK Chiée 22
6 | MANG CAP
Méng cép dang ludi cao 4", rong 12", dai 3m, son tinh dién mau den. Chide 5
M&i néi kiéu bu 16ng gi6 ddy, mau den, 50 c4i/goi Chiéc 1
Push-On Style Splice, BL, 50pcs/pack Chiéc 1
Gid d& giao diém ban kinh 90, cao 4", BL, 2 cai/géi Chiéc 3
Bo phin cimg gié diy, Mau den, 50pcs / géi Chiéc 1
B6 dung cu tha gié ddy 12", mau den Chiéc 1
Xubng mang BL Chiée 2




TT Thiét bi/Thong so ky thuit Pon vi tinh S6 lugng
Gia dg 12" Chiéc 5
7 Nhin cong thi cong hé théng va chi phi khéc c6 lién quan Goi 1
VI Hé théng sin ning, tran gia va phong NOC
1 Hé thong sin ning
SAN NANG CHONG TINH PIEN
1 +Tam san Fhépg, mit hodn thién phua HPL ) 75
+Kich thude tam :600x600x35mm
+Chiéu cao hodn thién: FFH >450mm
1.2 TAm thoang san ning T4m 7
1.3 | Day tiép dia san ning M10 m 225
1.4 Bang dong tiép dia Chiéc 3
1.5 Foam céch nhiét san nang m2 75
1.6 | Ram réc 1600x1800mm Ht 1
1.7 TAm thodng san ning Tim 9
1.8 Foam céach nhiét san ning m2 75
1.9 Vat tu phu: Tay hit, keo dan, vit nd, khuyén tiép dia HT 1
1.10 | Nhan cong thi cong san nang va chi phi khéc c6 lién quan Goi 1
2 Hé théng tran cira, vich -
Trén thach cao chong chy
2.1 + Tim thach cao chong chay 12mm m2 75
+ Khung xuong Vinh Tudng
2.2 Véch kinh cuong luc m2 22
2.3 Viach thach cao chbng chay 2 mit m2 16
2.4 Viach tudmg gach 100mm m2 5




TT Thiét bi/Théng sb ky thuit Pon vi tinh S6 lwong
2.5 | Clra thép chdng chiy 1600x1200mm Bo 2
2.6 Ctra kinh cudng luc 1200x2200mm Bé& 1
2.7 Son hoan trd twdong phong m2 o2
2.8 | Vit tu phu cho hé thng Goi 1
2.9 Nhén céng thi cong tran, cira, vich va chi phi khac ¢6 lién quan HT 1
3 Hé théng phong NOC
Ban 1200x600mm B 2
Ghé lung cao B 2
Tivi 55 inch B 2
Vit tu phu( gid treo man hinh, cdp HDMI ) HT 1
Nhan cong thi céng lip dit va chi phi khéc c6 lién quan HT 1
VII H¢ théng lwu dién, didu hoa va quan tri tip trung gidm sat mdi truong
He¢ thdng UPS 60kVA, luu dién 15 phut tai mirc tai 60kW Hg¢ théng 2
Hé¢ théng diéu hoa chinh xéc giai nhiét khi, théi sin Hé théng 2
Hé théng Rack PDU Hé¢ théng 1
H¢ thong gidm st méi trudng, quan tri tap trung Hé théng 1
B HE THONG MAY CHU, LUU TRU CHO TTDL
I Hé théng may chi, lwu trit cho ATTT
1 May chu vit ly Bo 2

Kiéu dang: Rack-mount

B xtr 1y: > 16 Core, 2.0 Ghz

Memory: > 128 GB, DDR4, 3200MHz

Storage: = 02 x 480GB SSD




TT

Thiét bi/Théng s ky thudt

Don vi tinh

Sé lwgng

Ethernet port: >2 x 10GbE SFP+ (kém module quang), > 2 x 1 GbE Base-T

HBA: >2 x 16Gbps FC port

Power Supply: 1+1, Hot-plug

OS Support: Microsoft Windows Server, Linux, Vmware

Béo hanh chinh hing 36 thing

[Se]

Thiét bi chuyén mach dit liéu

Céng két ndi: >24 port, tdc d6 16Gbps, 8 cbng active kém module quang

Bao hanh chinh hidng 3 nam

Thiét bi luu trit

Kiéu dang: Rack-mount

Dual controller Active-Active

Dung luong kha dung: > 14 TB c4u hinh RAID 6, Loai 6 HDD SAS 10K

Cdng két ndi: > 2 x 4 port 16GB FC

Power Supply: 1+1, Hot-plug

Bao hanh chinh hang 36 thang

Phin mém 4o hoéa License 36 thang

License

32

Béin quyén hé diéu hanh may chu

License

32

- Gidy phép phin mém cung cép cho 32 core vt Iy trén hé thong méy chu, sir dung t6i da 8 may
chu a0 hoa.

II

Hé théng may chi, luu trit, sao luu cho ng dung ndi bo

Hé théng méy chu siéu héi tu

Hé théng

Bo vi xut ly: >=212 cores

B nhd trong: >=2048GB




TE

Thiét bi/Thong s6 ky thuit

DPon vi tinh

S6 lugng

Dung lugng kha dung: >=65TB

Ngudn: redundant, hot-plug

Phian mém quén tri hé théng siéu hi tu

Thiét bi sao luu

Kiéu dang: Rack-mount

B xtrly: > 2 x 12 Core, 2.4G

Memory: > 64 GB RDIMM, 5600MT/s

Storage: > 02 x 480GB SSD SATA, Hot-plug; > 8 x 12TB HDD SAS 7.2K

RAID Controller: support: 0, 1, 10, 5, 6

Ethernet port: > 2 x 10GbE SFP+ (kém module quang), > 2 x 1 GbE Base-T

Power Supply: 1+1, Hot-plug

OS Support: Microsoft Windows Server, Linux, Vmware

Bdo hanh chinh hang 36 thang

Phan mém sao luu

License

C6 kha ning Backup CSDL nhu: Oracle Database, MySQL

C6 kha nang Backup mdy 40 Vmware, Hyper-V

C6 tinh ning khéi phuc méy chii Bare Metal cho céc hé diéu hanh Windows, Linux

C6 kha ning Backup Filesystem cta cic hé didu hanh: Windows Server, Ubuntu, Oracle Linux,
AIX

Bén quyén phin mém 36 théng

Phin mém 0 héa License 36 thang

B

Bin quyén hé diéu hanh may cha

License

432

- Gidy phép phin mém cung cip cho 280 core vit 1y trén hé théng may chu, str dung t6i da 30 may
chu 4o hoa




TT

Thiét bi/Thong s6 ky thuit

Pon vi tinh

S6 lwong

Béan quyén h¢ quan tri CSDL

License

24

- Gidy phép phin mém cung cip cho 3 mdy chu 4o héa véi tong cong 48 vCPU

HE THONG THIET BI MANG, BAO MAT CHO TTDL

Ving mang bién ( Internet tip trung)

Thiét bi twdng lika viing mang bién

- IPS Throughput > 14 Gbps

| - Threat Protection Throughput > 10.5 Gbps

- IPsec VPN Throughput > 55 Gbps

- 25GE SFP28 Slots > 4

- 10GE SFP+ Slots > 4

- Onboard Storage > 2 x 240 GB SSD

- H3 trg 2 ngudn

- H tro tinh ning VPN

- Hb trg co chéd HA: Active-passive, Active-Active

- Thiét bi c6 ddy di ban quyén tinh ning IPS, phong chdéng ma déc ning cao AMP, URL,
Application Control >= 3 nam

- Bao hanh chinh hing va hd trg k¥ thudt 36 thang

II

Viung DMZ

Thiét bi dinh tuyén viing DMZ

- Memory = 8GM
- Storage > 16GB

- Giao dién c6 san > 2 x 10Gbps va 4 x 1Gbps

- C6 sin ddy da tinh ning dinh tuyén: RIPv2, OSPF, Static routing, BGP...

- Ngudn: 02 ngudn AC hd trg duw phong cho nhau




TE

Thiét bi/Théng sb ky thuat

Don vi tinh

S6 lwong

- Bao hanh va hé tro ki thuit 36 thing

Thiét bi cin bing tai va twéng lira ung dung

- 1U Rack mount

- B6 nhé = 32GB

- 02 Ngudn AC

-C6sin>4 x 1/10/25G kém 04 transceiver SFP+ SR

- $6 lwgng L7 yéu ciu mdi gidy > 875K

- Théng luong xir 1y (L4/L7) > 25 Gbps/17 Gbps

- S&n sang st dung tinh ning cin bing tai

- Can biang tai vl nhiéu co ché: Xoay vong (Round Robin), it két ndi nhéit(Least Connection), ti 1&
(Ratio), trong s6 (Weight)

- S&n sang sir dung tinh ning tudng lira tmg dung Web (Web Application Firewall)

- C6 chirc nang phat hién va bao vé tmg dung khdi céc cudc tin cong khai thac 16 héng bdo mat img
dung web: OWASP Top 10 (Injection, Broken Authentication, Broken Access Control,...)

- Tinh sin sdng: Active-Active; Active-Standby (hoic Active - Passive)

- H6 trg cAc phuong thirc quan ly: Web UI, SSH, Console

- Bén quyén phin mém va phin cimg 36 thing

Thiét bi phén gidi tén mién Internet

- 1U Rack mount

- Bo nhé >32 GB

- Giao dién > 04 cdng 1/10/25 Gbps kém 04 transceiver SFP+ SR

-> 02 ngudn AC

- Yéu céu truy vén t6i da mdi gidy (RPS) > 590.000




TT

Thiét bi/Thong s0 ky thuit

Pon vi tinh

S6 luong T

Tinh ndng:

- DNSSEC

- DNS Load Balancing vdi cac co ché nhu: Xoay vong (Round Robin), ft k&t ndi nhat(Least

Connection), ti 1€ (Ratio), trong sb (Weight)

- C6 tinh nang GSLB (Global Server Load Balancing) & LDNS (Local DNS)

- Cung cz‘lp céc thong tin bdo cdo v& DNS statistics vdi céc loai ban ghi nhu: A, CNAME, NS,

RRSIG, AAAA, SRV...

- Ban quyén phin mém va phén cimg 36 thang

<A . K A ~ N Ka s
Thiét bi chong tdn cong tir choi dich vu

- License DDOS > 500Mbps

- License cip nhdt bao mét > 36 thang

- Téi thidu 02 ngudn AC

_ Giao dién tdi thiéu 8x1GE

- Bio hanh va hé tro k¥ thudt 36 thang

Thiét bi twong lita ving DMZ

- IPS Throughput > 12 Gbps

- Threat Protection Throughput > 9 Gbps

- IPsec VPN Throughput > 55 Gbps

- 10GE SFP+ Slots > 8GE

-0 cling >2x 480 GB SSD

-Ho trg 2 nguén

- H5 tro tinh ning VPN

_ H5 tro co ché HA: Active-passive, Active-Active




TT Thiét bi/Thong sé ky thuat Don vi tinh S6 lwgng
- Thiét bi c¢6 ddy du ban quyén tinh ning IPS, phong chéng mi dc nang cao AMP, URL > 36
thang
- B4o hanh va hé trg k§y thuit 36 thang
III Ving mang dién rong (WAN)
Thiét bi twdng liva viing mang dién rong Bo 2
- IPS Throughput > 2.6 Gbps
- Threat Protection Throughput > 1 Gbps
- [IPsec VPN Throughput > 11.5 Gbps
- 10GE SFP+ Slots > 2GE
- O clmg > 1x 480 GB SSD
- H6 trg 2 ngudn
- Hb tro tinh ning VPN
- Tinh sén sang: Active-passive, Active-Active
- Thiét bi ¢6 diy du ban quyén tinh ning IPS, phong chéng ma doc nang cao AMP, Application
Control,... > 36 thang
- B4o hanh va hd trg k§ thuit 36 thang
v Ving 16i (Core)
Thiét bi chuyén mach trung tim B& 2
- Memory > 4GB

- Storage > 128GB

Cong két né"zi 6 san: ~ )
+ Cé > 24 cong vit ly ho tro toc do 1/10/25Gb
+ Cd = 6 cong vit ly 100G, ho trg QSFP28




TT

Thiét bi/Théng s ky thuat

Don vi tinh

. So lwong

- H?) tro hoat dong & 16p 2 va lop 3
- 6 lugng dia chi MAC > 512,000
- S6 lwong VLAN toi thiéu > 4000

- C6 san diy di tinh ning dinh tuyén: RIPv2, OSPF, Static routing, BGP...
- S&n sang st dung vPC/MC-MAG/Virtual Chassic..vvv

- HA trg cac tinh nang bao mat nhu RADIUS, TACACS+
- Cho phép quén tri qua giao thirc SNMP v1,v2, v3

- Ngudn: 02 nguén AC ho trg du phong cho nhau
- Bao hanh va ho trg k¥ thudt 36 thiang

Ving may chi ndi bd

Thiét bi chuyén mach xwong séng (SPINE)

- Nang luc thiét bi: i
+ Bing thong chuyén mach > 4Tbps
+ Bing théng chuyén gdi > 2 Bpps

- Memory = 32GB
- Storage > 128GB

- Giao dién c6sdn > 28 x 100/40-Gbps QSFP28

-Co san dé“ty da tinh nang dinh tuyén: RIPv2, OSPF, Static routing, BGP...
- S&n sang st dung vVPC/MC-MAG/Virtual Chassic..vvv

- Hf‘S tro hoat dong & 16p 2 va 16p 3
- Sc’? luong dia chi MAC > 280,000
- S6 luong VLAN > 4000

- Ngudn: 02 ngudn AC hd tro du phong cho nhau
- B4o hanh va ho tro ky thuét 36 thing

Thiét bi chuyén mach 16p 14 (Leaf)

- Memory > 4GB
- Storage > 128GB
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TT

Thiét bi/Théng s6 ky thuit

Don vi tinh

£
So lugng

Cong ket noi ¢6 san: '
+C6 =24 cong viét 1y ho trg toe dd 1/10/25Gb
+ Cé > 6 cong vat ly 100G, hd trg QSFP28

- H0 trg hoat ddng & 16p 2 va 16p 3
- $6 luong dja chi MAC > 512,000
- S0 lwgng VLAN > 4000

- C6 san ddy du tinh ning dinh tuyén: RIPv2, OSPF, Static routing, BGP...

- Sin sang sir dung vPC/MC-MAG/Virtual Chassic..vvv

- H tro céc tinh ning bao mat nhu RADIUS, TACACS+
- Cho phép quén tri qua giao thitc SNMP v1,v2, v3

- Ngudn: 02 ngudn A hd trg du phong cho nhau

- Bao hanh va hé tro k¥ thuit 36 théang

Thiét bi chuyén mach bién (Border)

- Memory > 4GB
- Storage > 128GB

Cbng két néi O san: ’
+C6 = 24 cong vat 1y h6 trg toc d6 1/10/25Gb
+ C6 > 6 cong vt ly 100G, ho trg QSFP28

- HG trg hoat dong & 16p 2 va 16p 3
- 50 luong dia chi MAC > 512,000
- S6 Iugng VLAN > 4000

- Cé san dﬁy dua tinh nang dinh tuyén: RIPv2, OSPF, Static routing, BGP...

- Sin sang str dung vVPC/MC-MAG/Virtual Chassic..vvv

- H6 tro céc tinh ning bio méat nhu RADIUS, TACACS+
- Cho phép quan fri qua giao thirc SNMP v1,v2, v3

- Ngudn: 02 ngudn A hé tro dur phong cho nhau




TT

Thiét bi/Thong sd k¥ thuit

Pomn vi tinh

S6 lwong

_Bao hanh va h3 tro k¥ thuit > 36 théng

Phin mém twomg lita co s& dit lidu

Goi

- Trién khai trén céc mdi trudng: VMware ESX, Microsoft Hyper-V

- Théng lugng (Throughput) >= 500 Mbps
- Giao dich méi gidy(Transactions Per Second) >= 6,000

- Agent cai dat trén may chi CSDL, hoat ddng duoc trén 2 ché d6 12 Sniffing mode va Inline mode

- Agent hd trg cac tinh ning gidi han bang thong, gidi han mic do su dung CPU.

- H trg da dang céc loai CSDL: Oracle, MySQL, DB2, PostgreSQL..

- Cho phép bao vé khoi cdc cude tdn cong dua trén cac chinh sach dugc dinh nghia trude
(predefined policies)

« A . ~ FET I <A A LA
Thiét bi phén gii tén mién ndi bo

- 1U Rack mount

-B6nhd >32GB

- Giao dién > 04 céng 1/10/25 Gbps kém 04 transceiver SFP+ SR

-> 02 ngudn 100-240 VAC

- Yéu ciu truy van t6i da méi gidy (RPS) = 590.000

Tinh nang:

- DNSSEC

- DNS Load Balancing vdi cdc co. ché nhu: Xoay vong (Round Robin), ft két néi nhat(Least
Connection), ti 1& (Ratio), trong s6 (Weight)

- Cung cip cac thong tin béo céo vé DNS statistics vdi céc loai ban ghi nhu: A, CNAME, NS,
RRSIG, AAAA, SRV...

- Ban quyén phan mém va phén cing 36 thang

VI

Ving quan tri




TT

Thiét bi/Thong s ky thuit

Pon vi tinh

A
So lwgng

Phin mém quén ly twdng lira tip trung

Goi

- Phén mém c6 kha ning quén tri, cdu hinh tip trung céc thiét bi twong lira ciing loai

- Ban quyén phin mém va hd tro k¥ thuat 36 thing

Viing quén tri hé thing

Thiét bi chuyén mach quan tri

Ning luc thiét bi:
+ Bang thong chuyén mach >= 176Gbps
+ Bang thong chuyén goi >= 130Mpps

Céng két néij c6 san: y
- C6 >= 48 cong vit ly ho trg 10/100/1000 BASE-T Ports
- C6>= 04 cong vt ly ho trg 1/10G SFP/SFP+

- H’S tro hoat déng & lop 2 va lap 3
- SO lugng dia chi MAC >= 16,000
- SO lugng VLAN >= 4000

- Nguén: 02 ngudn AC hd trg dw phong cho nhau
- H6 tr¢g bao hanh 36 thang

VIII

Viung mang noi bd

Thiét bi twong lira viing mang ndi bd

- IPS Throughput > 12 Gbps

- Threat Protection Throughput > 9 Gbps

- IPsec VPN Throughput > 55 Gbps

- 10GE SFP+ Slots > 8GE

- O cling > 2 x 480 GB SSD

- H5 tro 2 ngudn
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Thiét bi/Théng s6 ky thuit

Dom vi tinh

S6 lugng

- H3 tro tinh ning VPN

_ HS tro co ché HA: Active-passive, Active-Active

_ Thiét bi ¢6 diy da ban quyén tinh ning [PS, phong chéng mé ddc nang cao AMP...> 36 thing

- B&o hanh va hd tro k¥ thuft 36 thang

ﬁ Vit tw chinh

| Diy nhdy mang

C4p mang Cat6 - SM

Soi

150

Dy nhay quang 100Gbps Multimode LC-LC 10M

Soi

12

Day nhay quang 10Gbps Multimode LC-LC 10M

So1

40

IX.2

Module quang

Module quang 100Gbps Multimode

Chiéc

24

- 100G SFP+ MMF 850 nm LC Duplex

- Khoang céch truyén cép quang t6i thiéu 100m
- Cdng két ndi quang: LC

- Budc song quang: 850 nm

- Loai tin hiéu: Multimode

- Bao hanh chinh hing 36 thang

Module quang 10Gbps Multimode

Chiéc

80

- 10G SFP+ MMF 850 nm LC

- Khodng céch truyén cap quang t41 thiéu 300m
- Cdng két ndi quang: LC

- Budce song quang: 850 nm

- Loai tin hiéu: Multimode

- Bao hanh chinh hang 36 thédng

Module quang 10Gbps BASE T

Chiéc

16

li=<. 4 . VAN
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Thiét bi/Thdng s6 k¥ thuit

Don vi tinh

S6 lwong

- Bdo hanh chinh hang 36 thang

Module quang 1Gbps BASE T

Chiéc

16

- Bdo hanh chinh hang 36 thang

HE THONG GIAM SAT QUAN LY TAP TRUNG

Phin mém gidm st hé théng théng tin tip trung

Géi

- S&n sang gidm sat di liéu Event, Performance tir nhiéu ngudn nhu: servers, networks,
applications, storage...trong mdt giao dién hop nhéat duy nhat

- C6 kha néng theo doi, canh béo va dua ra bdo cdo vé tinh trang stic khoe vat ly thiét bi thong qua
céc thanh phén: Nhiét dg, toc d6 quat va ngudn thiét b

- C6 kha néng tir dong théng ké chuyén sdu vé hiéu suat mang theo thoi gian thue sau khi phat hién
(discovery) hodc ciu hinh quan ly thiét bi. Céc théng s6 bao gom :

- Tai CPU

- Téi uru héa bd nhé

- Téi wru héa giao dién

- Bin quyén phf‘m mém cho 100 thiét bi mang & bao mit
- Ban quyen ddp (ng 50 mdy chu
- Bin quyén phan mém va hd trg k§ thuit 36 thang

Thiét bi quan Iy sy kién va thong tin an toan

- Thiét bi dang phén cimg

- Giao dién >= 2 x 10Gb RJ45 ports, 2 x 10Gbps SFP+

->=25TB Data SSD cho luu trit dit liéu (local storage)

- Niang luce xtr ly su kién EPS (Event Per Second) >= 2500 EPS

- SIEM tich hop cac hé thdng béo mét khéc nhu hé thdng quan tri endpoint security, hé théng phong
chong tin cdng. Cho phép dua ra phan ng theo thai gian thue va khéi tao chuwong trinh quét ma
dde.




TT

Thiét bi/Théng s6 ky thuit

Don vi tinh

S6 lwong

- Ban quyén EPS (Event Per Second) >= 2500 EPS
- Bao hanh va ho trg k§y thudt 36 thing
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